Yale University Human Research Protection Program
21 CFR Part 11 Compliance

21 CFR Part 11 Overview

The Food and Drug Administration (FDA) regulation on Electronic Records and Electronic Signatures (21
CFR Part 11, or Part 11) provides the criteria under which the FDA will accept electronic records and
electronic signatures as equivalent to paper records and handwritten signatures executed on paper. These
regulations are specifically relevant to studies that are regulated by the FDA.

The purpose of Part 11 is to ensure that electronic records, electronic signatures, and handwritten
signatures executed to electronic records (e.g., signature using a stylus on a tablet) ‘to be trustworthy,

reliable, and generally equivalent to paper records and handwritten signatures executed on paper’.

Application of 21 CFR Part 11

21 CFR Part 11 applies only to electronic records and electronic signatures that are generated in FDA
regulated research AND are required under predicate rule. %3 Specifically, the requirements of Part 11
apply to records in electronic form that are created, modified, maintained, archived, retrieved, or
transmitted, under any records requirements in the applicable FDA regulations and to electronic records
that are subject to submission to the FDA. A predicate rule is any FDA regulation that requires certain
records to be maintained or submitted to the agency. If the Predicate Rules require certain records to be
maintained or submitted to the Agency, and the records to be relied upon for regulatory purposes are in
electronic format, then 21 CFR Part 11 applies.

In sum, FDA defines Part 11 Records or Signatures as:
e Records that are maintained under predicate rule requirements in an electronic format in place of
paper format.
e Records that are maintained under predicate rule requirements in electronic format in addition to
paper format that are required to support compliance with FDA regulations.
e Electronic records are to be submitted to the FDA under predicate rules.
e Electronic signatures that are intended to be equivalent to handwritten.

Part 11 does not apply to paper records transmitted by electronic means e.g., an email attachment.

21 CFR Part 11 requirements only apply to records required under predicate rules; therefore, 21 CFR Part
11 requirements do not apply to a request to use an investigational tobacco product at this time.>

21 CFR Part 11 Applicability Chart:

Type of FDA Regulated Study ‘ Regulatory Requirements ‘ Part 11 Compliance*
Clinical Investigations of drugs under IND 21 CFR 312 Yes
Clinical Investigations of devices under IDE 21 CFR 812 Yes
Expanded Access Programs 21 CFR 312.320 and 21 CFR 812.36 Yes
Clinical Investigations of drugs exempt from IND 21 CFR 312.2(b) e-Consent Only
requirements
Clinical Investigations of devices with abbreviated IDE 21 CFR 812.2(b) Yes
(nonsignificant risk devices)
Clinical Investigations of devices exempt from IDE 21 CFR 812.2(c) e-Consent Only
requirements
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Human Research Studies involving radioactive isotopes 21 CFR 361.1 e-Consent Only
under RDRC purview

Human Research Studies involving cold isotopes N/A (enforcement discretion)? e-Consent Only
Bioavailability or Bioequivalence (BA/BE) studies exempt | 21 CFR 320.31(b) e-Consent Only
from IND

Human Research Studies with tobacco products 21 CFR 1100.1 No

*Any study in which data will be submitted to the FDA, regardless of drug or device status, must also comply
with the 21 CFR Part 11 requirements. There might be other contractual obligations to comply (e.g., a
funding agency’s requirement for study records to be kept in a 21 CFR Part 11 compliant system).

21 CFR Part 11 Requirements for Technology

21 CFR Part 11 sets specific requirements for technology (e.g., data capture systems, e-consent tools) to
be considered Part 11 compliant. When technology is provided by a sponsor for use at all sites participating
in a trial, Yale requires a written attestation of 21 CFR Part 11 compliance, system security, and ongoing
access to the electronic system records. Alternatively, the same information could also be addressed in a
clinical trial agreement.

Otherwise, Yale must validate the systems along with the investigator’s process for using the system. As
such, Yale investigators can only use currently validated systems to fulfill their regulatory obligations and
cannot select off-the-shelf systems even if the vendor provides documentation and proof of testing to
demonstrate their platform’s function as designed and meet the 21 CFR Part 11 technical requirements.
All systems for processing or storage of research data must also meet Yale’s Minimum Security Standards
as required by Yale Information Security policies.

For information on currently available Yale Platforms that have been 21 CFR Part 11 validated for defined
intended use(s) please contact the YCCI at clinicalresearchresources@yale.edu.

21 CFR Part 11 Data System Triage and Decision Tree

e The Yale University Human Research Protection Program determines if a clinical investigation
meets the criteria of FDA regulated research.

e The Yale Center for Clinical Investigation, under the Data System Triage process, determines if a
21 CFR Part 11 data capture system should be used for the study.

e In FDA regulated research, a 21 CFR Part 11 system should always be used for eConsent even if a
21 CFR Part 11 data capture system is not required.
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Applicable Regulations, References and Citations

FDA regulations (Predicate Rules) relating to GCP and Clinical Trials *
e Electronic Records; Electronic Signatures (21 CFR Part 11)
e Regulatory Hearing Before the Food and Drug Administration (21 CFR Part 16)
e Protection of Human Subjects (Informed Consent) (21 CFR Part 50)
e Financial Disclosure by Clinical Investigators (21 CFR Part 54)
e Institutional Review Boards (21 CFR Part 56)
e Good Laboratory Practice for Nonclinical Laboratory Studies (21 CFR Part 58)
e Investigational New Drug Application (21 CFR Part 312)
e Applications for FDA Approval to Market a New Drug (21 CFR Part 314)
e Bioavailability and Bioequivalence Requirements (21 CFR Part 320)
e New Animal Drugs for Investigational Use (21 CFR Part 511)
e New Animal Drug Applications (21 CFR Part 514)
e Applications for FDA Approval of a Biologic License (21 CFR Part 601)
e Investigational Device Exemptions (21 CFR Part 812)
e Premarket Approval of Medical Devices (21 CFR Part 814)

Protection of Human Subjects (Informed Consent) (21 CFR Part 50): eConsent > ©

$ 50.1 Scope. (a) This part applies to all clinical investigations regulated by the Food and Drug
Administration under sections 505(i) and 520(g) of the Federal Food, Drug, and Cosmetic Act, as well as
clinical investigations that support applications for research or marketing permits for products regulated
by the Food and Drug Administration...

$ 50.27 Documentation of informed consent. (a) Except as provided in § 56.109(c), informed consent shall
be documented by the use of a written consent form approved by the IRB and signed and dated by the
subject or the subject's legally authorized representative at the time of consent. A copy shall be given to
the person signing the form.

If a researcher conducting an FDA regulated study wants to document a subject’s informed consent by
obtaining an electronic signature and date from a subject or subject’s legally authorized representative,
then the electronic system used to capture the signature and date must meet the requirements of 21 CFR
Part 11.

Per the FDA and US Department of Health and Human Services Office for Human Research Protections
(OHRP) joint guidance on electronic informed consent, 21 CFR Part 11 is only applied to FDA regulated
clinical trials.

Investigational New Drug Application (21 CFR Part 312): IND ’

§ 312.1 Scope. (a) This part contains procedures and requirements governing the use of investigational
new drugs, including procedures and requirements for the submission to, and review by, the Food and
Drug Administration of investigational new drug applications (IND's).

$312.2 (a) Applicability. Except as provided in this section, this part applies to all clinical investigations of
products that are subject to section 505 of the Federal Food, Drug, and Cosmetic Act or to the licensing
provisions of the Public Health Service Act (58 Stat. 632, as amended (42 U.S.C. 201 et seq.)).

If a researcher is conducting an FDA regulated study under an IND Application, the Predicate Rules apply,

and electronic records and signatures must meet the requirements of 21 CFR Part 11.
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Investigational New Drug Application (21 CFR Part 312): IND Recordkeeping Requirements ’

21 CFR Part 312.57 and 312.62 identify sponsor and investigator recordkeeping and record retention for
IND as required under Predicate Rules. Most relevant to electronic data capture for the clinical database
is §312.62 (b): “Case histories. An investigator is required to prepare and maintain adequate and accurate
case histories that record all observations and other data pertinent to the investigation on each individual
administered the investigational drug or employed as a control in the investigation. Case histories include
the case report forms and supporting data ...“. For FDA regulated studies that are not IND Exempt,
electronic systems used to create, modify, maintain, archive, retrieve, or transmit these records must
meet the requirements of 21 CFR Part 11.

Investigational New Drug Application (21 CFR Part 312): IND Exempt ’

§312.2 (a) Applicability. Except as provided in this section ... (b) Exemptions. (1) The clinical investigation
of a drug product that is lawfully marketed in the United States is exempt from the requirements of this
part if all the following apply...

21 CFR Part 312.2 identifies exemptions from IDE requirements. For FDA regulated studies that are IND
Exempt, the Predicate Rules for recordkeeping do not apply, therefore electronic records and signatures
are not subject to 21 CFR Part 11. However, the Predicate Rules for Informed Consent still apply, and any
electronic system used to capture an electronic signature and date must meet the requirements of 21 CFR
Part 11.

Investigational Device Exemptions (21 CFR Part 812): Safety and Effectiveness &
§ 812.2 Applicability. (a) General. This part applies to all clinical investigations of devices to determine
safety and effectiveness, except as provided in paragraph (c) of this section.

Clinical investigations to determine the safety and effectiveness of a device — if the investigation does not
meet the requirements for IDE exemption (paragraph c) -- are FDA regulated, and the Predicate Rules

apply.

Investigational Device Exemptions (21 CFR Part 812): IDE Recordkeeping and Reporting Requirements 8
§ 812.140 (a) Investigator Records, § 812.140 (b) Sponsor records, § 812.150(a) Investigator Reports, and
§ 812.150(b) Sponsor Reports list the recordkeeping and reporting requirements for clinical investigations
under IDE. Most relevant to electronic data capture for the clinical database are § 812.140 (a)(3) and §
812.140 (b)(5) — each subject’s case history (including the case report forms and supporting data including,
for example, signed and dated consent forms and medical records) and records concerning adverse device
effects and complaints, must be maintained for FDA inspection or submission. Therefore, for FDA
regulated studies that are not IDE Exempt, electronic systems used to create, modify, maintain, archive,
retrieve, or transmit these records must meet the requirements of 21 CFR Part 11.

Investigational Device Exemptions (21 CFR Part 812): Abbreviated IDE for Non-Significant Risk Devices &
§ 812.2(b) Abbreviated requirements... (1) An investigation of a device other than a significant risk device,
if the device is not a banned device and the sponsor: (v) Maintains the records required under § 812.140(b)
(4) and (5) and makes the reports required under § 812.150(b) (1) through (3) and (5) through (10); (vi)
Ensures that participating investigators maintain the records required by § 812.140(a)(3)(i) and make the
reports required under § 812.150(a) (1), (2), (5), and (7);

Abbreviated IDE for Non-Significant Risk Devices are subject to a subset of records and reports required
for IDE investigations (§ 812.140 and § 812.150). Most relevant to electronic data capture for the clinical
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database are § 812.140 (a)(3)(i) and § 812.140 (b)(5) — informed consent forms and subject case histories,
and records concerning adverse device effects and complaints, must be maintained for FDA inspection or
submission. Therefore, for FDA regulated studies conducted under Abbreviated IDE, electronic systems
used to create, modify, maintain, archive, retrieve, or transmit these records must meet the requirements
of 21 CFR Part 11.

Investigational Device Exemptions (21 CFR Part 812): IDE Exemptions ®
§ 812.2(c) Exempted investigations. This part, with the exception of § 812.119, does not apply to
investigations of the following categories of devices: ...

21 CFR Part 812 Section 2(c) identifies categories of devices that are exempted from IDE requirements.
For FDA regulated studies that are IDE Exempt, the Predicate Rules for recordkeeping do not apply,
therefore electronic records and signatures are not subject to the requirements of 21 CFR Part 11.
However, the Predicate Rules for Informed Consent do still apply, and any electronic system used to
capture an electronic signature and date must meet the requirements of 21 CFR Part 11. (NB: 812.119 is
related to disqualification of a clinical investigator).
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