Yale University Human Research Protection Program
Guidance on the use of Electronic Consent in Research involving Human Subjects

What is Electronic Consent

Electronic informed consent (eConsent or elC) refers to the use of electronic systems and processes to: (1)
convey information related to the study; and/or (2) to obtain and document informed consent.” The
electronic systems and processes may include text, graphics, audio, video, and other media. eConsent does
not apply to situations where research participants sign a hard copy of a consent form, which is then
scanned to create an electronic version and transmitted electronically.

A consent process utilizing eConsent can be conducted in person or remotely.

e In Person eConsent is when the person obtaining consent and the potential research subject are in
the same physical location. In this situation, the consent discussion usually occurs in person, and
the consent document is presented electronically (e.g., via an iPad or tablet) and/or may be signed
electronically (if documentation of consent is required).

e Remote eConsent is when the potential participant reviews the consent document in a location
where they are physically separate from the person obtaining consent. The consent process may
involve remote tools such as web-based software, encrypted email, postal service mail, or telephone
to convey the consent document, and/or an electronic system is used to document consent (if
documentation of consent is required). For more information about remote consent, see the
Frequently Asked Questions below.

Electronic signature? (eSignature) means a ‘computer data compilation of any symbol or series of symbols
executed, adopted, or authorized by an individual to be the legally binding equivalent of the individual's
handwritten signature’. Clicking “l agree” at the bottom of a form is not considered an eSignature. While
this action can indicate agreement to terms and conditions or other document stipulations, it typically does
not meet the criteria established for electronic signatures that require verification of the signer's identity
and intent to sign in a legally binding way.

Please note that the compliance with 21 CFR Part 11 of the FDA regulations, concerning electronic records
and signatures, is applicable only if this study is subject to FDA regulation. 21 CFR Part 11 outlines criteria
under which FDA considers electronic records, electronic signatures, and handwritten signatures executed
to electronic records (e.g., signature using a stylus on a tablet) 'to be trustworthy, reliable, and generally
equivalent to paper records and handwritten signatures executed on paper’. Please refer to the Yale
University Part 11 Guidance for further information regarding application of Part 11.

In addition, if using or disclosing Protected Health Information (PHI) the eConsent system must comply with
Health Insurance Portability and Accountability Act (HIPAA) requirements at 45 CFR 160 and 164.

Requirements for use of eConsent

1See FDA and OHRP Question and Answer ‘Use of Electronic Informed Consent’
221 CFR11.3
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e If your study is not yet approved, you will need to include eConsent materials and details about the
eConsent process in the IRB application for both exempt and non-exempt research. If your study is
already approved, you will need IRB approval to implement an eConsent form and process for non-
exempt research. If you are adding eConsent to an exempt study, a modification request is not
necessary unless the change will move the study out of an exemption category or alter the HIPAA
determination. It is best practice to reach out to the IRB at HRPP@yale.edu if you are unsure whether
a modification request is needed.

e The eConsent must contain all elements of informed consent required by 45 CFR 46.116, and by FDA
regulations at 21 CFR 50.25 when applicable, unless:

o The IRB approves an informed consent procedure that does not include or that alters some
or all of the elements of informed consent3; or

o The research is determined to be exempt from IRB review (exempt status will be indicated
in the determination letter sent to the study team).

e For FDA regulated research, the systems used for eConsent and electronic signature must meet 21 CFR
11 requirements.

e When the eConsent process takes place remotely and is not witnessed by the investigator or study team
members, the systems used for eConsent generally should include a method to confirm the identity of
the signer, when applicable.* Exceptions to this general rule may be acceptable in certain circumstances
(e.g., minimal risk research). For FDA regulated research, Part 11 regulations do not specify a particular
method for verifying the identity of the signer, but FDA notes that methods may include, but are not
limited to:

o Using information from some form of official identification, such as a of birth certificate,
government-issued passport, or driver's license

Use of security questions

Use of PIN provided by the study team

Use of strong digital login credentials accompanied by multi-factor authentication

Use of video observation

o O O O

e For FDA regulated research, the electronic system used for eConsent must capture and record the date
that the participant or LAR provides consent.”

e The person who signed the consent must® receive a copy. Paper or electronic copies are acceptable.
FDA regulations do not require that the participant’s copy include a signature, however, FDA
recommends the copy include the date when the eConsent was signed.’

e Ifapaper copy of the informed consent is provided to the person who signed, any information provided
via hyperlinks, websites, or other digital media should be included in print form, as well.®

345 CFR 46.116(e)(2); 45 CFR 46.116(f)(2); 21 CFR 50.22

4 FDA and OHRP Question and Answer ‘Use of Electronic Informed Consent’, Q2
521 CFR50.27(a

645 CFR 46.117(a); 21 CFR 50.27(a)

7 FDA and OHRP Question and Answer ‘Use of Electronic Informed Consent’, Q9
8 FDA and OHRP Question and Answer ‘Use of Electronic Informed Consent’, Q9
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e Hyperlinks to information on the Internet included in consent forms should be maintained and remain
accessible through study completion.®

e Electronic signatures must be compliant with applicable legal requirements, including those of the
jurisdiction where the research is to be conducted, and the FDA's 21 CFR Part 11 requirements, when
applicable. Per University Procedure 1101 PR.06 Approval Authority, there is not a single approved
electronic signature service for University-wide use. Connecticut has adopted Uniform Electronic
Transactions Act (UETA), which gives electronic signatures the same legal status as handwritten
signatures, provided certain conditions are met. Based on this, general recommendations for practical
implementation include:

1. Ensure that the electronic consent form clearly states that the participant agrees to use an
electronic signature.

2. Use reliable methods to verify the identity of the signatory, such as email verification, secure
login credentials, or biometric verification.

3. Maintain an audit trail that records the date and time of the signature, the method used to
sign, and any relevant interactions with the document.

4. Utilize trusted electronic signature platforms that comply with applicable state and federal
requirements.

5. Train staff and document the procedures for obtaining electronic consent, ensuring
consistency and legal compliance.

e For FDA-regulated clinical trials that involve children as research subjects, it may not always be possible
to provide documentation (such as state-issued identification) to verify their identity for electronic
informed consent. As such, the Institutional Review Board (IRB) may consider it appropriate for a parent
to initially document the child's assent, which the investigator can then verify during their first
interaction with the child.® The decision to use this process is at the discretion of the IRB.

Designing an eConsent Process

When designing an eConsent process and documents, Investigators should ensure that the following
requirements are met:

e All required elements of informed consent must be included unless the research is determined to
be exempt from IRB review (exempt status will be indicated in the determination letter sent to the
study team) or, for non-exempt research, the study team requests a waiver or alteration of consent
and provides appropriate justification.

e As mentioned earlier, clicking an "l agree” button is not considered a valid eSignature. However,
there are certain circumstances when clicking an “l agree” button may be permissible:

o When the research qualifies for exempt status and signed consent is not required under
other requirements (e.g., by HIPAA, FERPA, GDPR, etc.).

° FDA and OHRP Question and Answer ‘Use of Electronic Informed Consent’, Q8
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o When the IRB has approved a Waiver of Documentation of Consent, and, if the study
involves PHI, an alteration of HIPAA authorization (eliminating the signature requirement).
Any other applicable signature requirements need to be taken into consideration.

Such circumstances will be considered by the IRB or exempt reviewer on a case-by-case basis. For
non-exempt research, investigators should request a Waiver of Documentation of Consent (and,
when applicable, an Alteration of HIPAA Authorization) by completing the relevant content in the
Waivers section of the IRB Submission Form Supplement.

e The consent process should be suitable to the study population and paper-based consent should
remain an option for participants who may, for example, exhibit a lack of familiarity with electronic
systems, poor eyesight, or impaired motor skills.™

e Forms and related materials should be easy to navigate in order to facilitate comprehension by
allowing the user to proceed forward or backward within the system, as well as the ability to stop
and continue the process later.

e Subjects must have initial and ongoing access to all consent related materials, including when the
electronic process includes hyperlinks to information on the Internet or other external documents.'?

e When approved by the IRB, the use of electronic and paper-based forms of consent is
interchangeable through the lifespan of a study. For example, electronic informed consent may be
used to re-consent subjects who initially underwent the consent process using paper-based
documents and vice-versa.

e For remote consent not witnessed by the study personnel, the electronic system generally should
include a method to ensure that the person electronically signing the informed consent is the
subject who will be participating in the research study or their Legally Authorized Representative
(LAR)." Examples of various methods that could be used include verification of a state-issued
identification or other identifying documents or use of personal questions, biometric methods, or
visual methods — all based on the level of precaution warranted by the research itself (minimal risk

vs greater than minimal risk). For FDA regulated research, the identity of the signer must be verified.
14

e The eConsent may be combined with HIPAA authorization when both are presented in electronic
format.

e For the eConsent process to be fully auditable, it means that every version of the eConsent form
that is used (including each version of a revised eConsent form) as well as each individual
participant’s signed or accepted eConsent form is able to be accessed by the research team and
any individual or group that may need to review the study records (as they would for a paper form).

10 FDA and OHRP Question and Answer ‘Use of Electronic Informed Consent’, Q1
11 FDA and OHRP Question and Answer ‘Use of Electronic Informed Consent’, Q1
12 EDA and OHRP Question and Answer ‘Use of Electronic Informed Consent’, Q9
13 FDA and OHRP Question and Answer ‘Use of Electronic Informed Consent’, Q2
1421 CFR 11.100
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Submitting eConsent for IRB Review

For exempt research submissions, include the eConsent materials and details about the eConsent process.
Subsequent modifications to exempt research do not need to be submitted unless the change will move
the study out of an exemption category or alter the HIPAA determination. It is best practice to reach out
to the IRB at HRPP@yale.edu if you are unsure whether a modification request for exempt research is
needed.

For both initial review and subsequent modifications to non-exempt research, the IRB must approve all
electronic media that the subject will receive or view during the consent process. Therefore, when preparing
to submit for IRB review Investigators should ensure the following:

e The IRB submission should include all relevant documents, informational materials, videos, web-
based information, recruitment materials, subsequent materials, etc. in the same format the study
team plans to present it to the subject.

e Prior to implementation, the IRB must approve all electronic media that the subject will receive or
view during the consent process. This applies to both initial review and subsequent modifications.

e The description of the informed consent procedure must include any optional questions or
methods used to gauge subject comprehension and how any consent related media will be used
during the consent process.

e All translations of eConsent into any language must be submitted to the IRB for review and
approval.

e Whether the consent process involves hard copy or electronic consent, the IRB will typically expect
to understand the consent procedures. Information that the IRB may seek includes, but is not
limited to, the following:

Choice of eConsent platform - specifying which electronic platform will be used.
Methods of contact - detailing how subjects will be contacted and the method used,
including identifiers that need to be collected/used prior to consent to allow for
distribution of eConsent (e.g., name, email, IP address).

o Nature of the eConsent discussion - explaining whether the discussion will be in-person
or remote, and if remote, through which technology (e.g., telephone, video technology,
etc.)

o Access to the eConsent form - describing how subjects will have access to the form
prior to the discussion.

o Delivery of the eConsent form - explaining how the form will be provided, whether via
the eConsent platform, electronic devices, encrypted email, text, etc.

o Verification of identity - detailing the methods used to verify the subject’s identity,
which is especially crucial for FDA regulated research.

o Password provision and management - explaining if and how passwords will be
provided for accessing the eConsent form.

o Special considerations - covering scenarios involving non-readers, non-English speakers,
or legally authorized representatives, and how eConsent will be managed for these
groups.
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o Confidentiality - addressing how confidentiality concerns related to electronic
communications will be managed.

o Recording of the consent process - detailing if the consent process will be recorded and
how those recordings will be managed securely. For example, if you plan to make an
audio-visual recording of the consent process (or any research activities), this should be
described in your IRB application, including plans for disclosure to subjects and plans for
transferring recordings to secure storage and deletion from the device.).

o Feedback and questions - detailing how subjects can ask questions or provide feedback
during the consent process.

o Technical support - explaining how technical issues will be handled during the eConsent
process, especially important for less tech-savvy subjects.

o Consent withdrawal process - describing how subjects can withdraw their consent post-
acceptance and how their data will be handled in such cases.

International Considerations for eConsent

For studies involving international sites or participants outside the United States, the requirements for
electronic informed consent (eConsent) and the electronic signature (eSignature) processes may differ
significantly from U.S. regulations. Each country may have its own legal, ethical, and regulatory frameworks
governing electronic documents and consent in clinical and non-clinical research. Investigators must ensure
that the eConsent process complies with the local laws and regulations of the country in which the research
is conducted. The IRB will consider these international variations and may require additional documentation
or modifications to the eConsent process to ensure compliance with local requirements.

Frequently Asked Questions

1. What are the elements of consent when using eConsent?

The elements of consent are the same whether you obtain consent via paper of an eConsent system.
For non-exempt research the consent document must include all elements as required by applicable
regulatory requirements and ICH GCP, unless the IRB has granted an Alteration of Consent. For
non-exempt research, Alterations of Consent can be requested by completing the relevant content
in the Waivers section of the IRB Submission Form Supplement. Consent templates are available on
the IRB Submission Documents page of the HRPP/IRB website.

2. Can an eConsent process only be used with participants who are remote?

An eConsent process can be used for individuals that are either in-person or remote. Of particular
note, when the eConsent process occurs remotely, it must be clear to the participants that they
have an opportunity to ask questions about the research study, and how they can contact the
research team if they do have a question or complaint.”™ When remote, please keep in mind that in
most circumstances your eConsent process should include a process that validates the participant'’s
identity, relative to the risk-level of the protocol. Exceptions to this may be considered based on
the specifics of the research.

In scenarios where both the subject and investigator are co-located, discussing and signing an
eConsent form on the same device, such as a tablet, there is no need to email the consent form
prior to the discussion. In contrast, for remote eConsent, where the subject and investigator are in

1545 CFR 46.116; 21 CFR 50.20
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different locations, it is best practice to send the eConsent form to the potential subject in advance
using the methods approved by the IRB or accepted as part of an exempt determination.

e As part of the process for ensuring confidentiality for remote eConsent where the subject and
investigator are in different locations, the process could incorporate a password, provided to the
subject by a separate communication method (e.g., verbally, or through a different email or text),
enabling only the intended recipient to access the eConsent form.

e When enrolling participants who have limited reading skills or do not read the language of the
consent form, or when using a short form consent process for non-English speakers, the eConsent
process should account for the involvement of additional individuals, such as an interpreter, witness
to the short form process, or impartial witness for limited readers. For more information, see HRPP
Policy and SOP Manual sections 14.8 — Documentation of Informed Consent; 14.9.3 - Enrollment of
persons who are not fluent in the English language; and 14.9.4 - Oral Consent (when subjects are
unable to read a written consent form, such as blind or illiterate subjects).

e For more information, please refer to the 2016 joint FDA/OHRP guidance on eConsent.

3. How would you validate/authenticate the participant’s identity if they are remote?

e The level of authentication required to confirm each participant’s identity can be different for each
study depending on a number of factors such as the nature of the risk. For example, a minimal-risk
survey study may not need any authentication process other than a statement that the participant
is who they claim to be. Alternatively, a greater than minimal risk study involving a medical
procedure or investigational drug will need to confirm the participant’s identity. Verifying
someone’s identity could be done by using information from some form of official identification,
such as a birth certificate, government-issued passport, or a driver's license. In addition, the use of
security questions to confirm an individual's identity can also be considered. As an example, the
study team could speak with a potential subject and verify date of birth, then provide the individual
with a unique PIN to include when completing the consent.

4. In what situations would an eConsent process be conducted with a waiver of documentation of
consent?

e The most common type of study that utilizes eConsent and is conducted with a waiver of
documentation of consent is a non-exempt survey study. In this situation, the participant would be
presented with the information sheet electronically, and prompted to click on a button such as one
that says, “I agree” or "Proceed to begin the survey”, and then they complete the survey without
providing a signature or typing their name.

5. Do I need to maintain older versions of the eConsent form if it has been superseded?
e Yes, all versions of the eConsent form must be maintained, as they are for paper studies. Each
version can be stored electronically in the eConsent system or in your study binder (in paper or
electronically).’®

6. How do | provide participants with a copy of their eConsent form(s)?
e Each participant should be provided with access to the actual eConsent form that they agreed to
for participation in the study. This includes the information sheet that they provided consent to as
well as any consent document that they signed. The eConsent form can be provided to each

16 See Yale University HRPP Investigator Manual, section “Record Retention”

Yale University HRPP - eConsent Guidance
Page 7 of 9


https://your.yale.edu/research-support/human-research-protection-program/policies-procedures-guidance-and-related-2
https://your.yale.edu/research-support/human-research-protection-program/policies-procedures-guidance-and-related-2
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/use-electronic-informed-consent-clinical-investigations-questions-and-answers
chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https:/your.yale.edu/sites/default/files/files/ResearchSupport/HRPP/Investigator%20Manual_FINAL_20230724.pdf

participant electronically, by encrypted email, or in paper format. If a paper copy of the informed
consent is provided to the person who signed, any information provided via hyperlinks, websites,
or other digital media should be included in print form, as well.

7. How long must | maintain the electronic versions of each eConsent Form?
e All study records including data associated with a study must be retained in accordance with
applicable sponsor agreements, regulatory requirements, and Yale University policy, whichever is
longer. For example:

o An industry sponsor may specify in the Clinical Trial Agreement retention periods that are
longer than what is required by regulation.

o Alonger retention period is necessary or expected due to future scholarship needs, intellectual
property considerations, etc.

e The Pl or the PI's designee should contact the Office of Sponsored Project, Office of General
Counsel, or Yale Center for Clinical Investigation (YCCI) to verify whether study records may be
destroyed in order to ensure that any contractual or other obligations have been satisfied (e.g.,
notification to the sponsor, etc.).

e Each participant’s consent form must be made available to regulatory agencies and oversight
offices as required, such as for study monitoring and/or audit purposes.

8. How do | submit translations of English eConsent Documents for IRB review?

e Just as you would submit translations of paper consent forms and other study instruments for IRB
review when your study plans on enrolling individuals whose primary language is not English, you
also need to submit translations of all eConsent documents to the IRB for review and approval. The
requirements for the translation of eConsent documents are the same as for paper documents.

9. Are there any special considerations for obtaining eConsent internationally?

e For studies involving international sites or participants outside the United States, the requirements
for eConsent and eSignature may differ from U.S. regulations. Each country may have its own legal,
ethical, and regulatory frameworks governing electronic documents and consent in clinical and
non-clinical research. Investigators must ensure that the eConsent process complies with the local
laws and regulations of the country in which the research is conducted. The IRB will consider these
international variations and may require additional documentation or modifications to the
eConsent process to ensure compliance with local requirements.

Approved eConsent Platforms at Yale University
For information on approved eConsent platforms and guidance on system selection, please contact
clinicalresearchresources@yale.edu.

When an eConsent platform is provided by a sponsor for use at all sites participating in a trial, Yale requires
a written attestation of 21 CFR Part 11 compliance (when Part 11 applies), system security, and ongoing
access to the eConsent records. Alternatively, the same information could also be addressed in a clinical
trial agreement.
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