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Learning Objectives

* Be informed about the various types of
consent and HIPAA waivers and alterations.

e Understand when waivers and alterations
may be applicable to research.

* Understand how to request waivers and
alterations for research via IRES IRB.
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Training Agenda

Informed Consent in Research

HIPAA Authorizations

How to Request Waivers/Alterations in IRES IRB

Resources
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Informed Consent in Research

* The informed consent process is the critical communication link between a prospective research
participant and an investigator, beginning with the initial approach of an investigator to the potential
participant (e.g., through a flyer, brochure, or any advertisement regarding the research study) and
continuing until the completion of the research study.

* The requirement to obtain the legally effective informed consent of individuals before involving them
in research is one of the central protections provided for under the Department of Health and
Human Services (HHS) regulations.

* This requirement is founded on the principle of respect for persons, one of the three ethical
principles governing human subjects research described in the Belmont Report. The principle of
respect for persons requires that individuals be treated as autonomous agents and that the rights
and welfare of persons with diminished autonomy be appropriately protected.
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§ 46.111 Criteria for IRB Approval of Research

* Informed consent will be sought from each prospective subject or the
subject’s legally authorized representative, in accordance with, and to

the extend required by
45 CFR 46.111(a)(4)

* Informed consent will be appropriately documented or appropriately
waived in accordance with

45 CFR 46.111(a)(3)
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Informed Consent Requirements

General requirements for informed consent.

Basic elements of informed consent.

Additional elements of informed consent.
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Screening, Recruiting, or Determining Eligibility

* An IRB may approve a research proposal in which an investigator will obtain
information or biospecimens for the purpose of screening, recruiting, or
determining the eligibility of prospective subjects without the informed consent of
the prospective subject if either of the following conditions are met:

(I) The investigator will obtain information through oral or written communication with the
prospective subject or legally authorized representative; OR

(2) The investigator will obtain identifiable private information or identifiable biospecimens by
accessing records or stored identifiable biospecimens.

45 CFR 46.116(g)
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General Waiver or Alteration of Consent

* Waiver: An |IRB may waive the requirement to obtain informed consent for
research under paragraphs (a) through (c) of this section, provided the IRB satisfies
the requirements of paragraph (f)(3) of this section.

45 CFR 46.116(f)(|

* Alteration: An IRB may approve a consent procedure that omits some, or alters
some or all, of the elements of informed consent set forth in paragraphs (b) and (c)
of this section, provided the IRB satisfies the requirements of paragraph (f)(3) of
this section. An IRB may NOT omit or alter any of the requirements described in
paragraph (a) of this section.

45 CFR 46.116(f)(2)
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Requirements for Consent Waiver & Alteration

The research involves no more than minimal risk to the subjects.

The research could not practicably be carried out without the requested waiver or alteration.

If the research involves using identifiable private information or identifiable biospecimens, the
research could not practicably be carried out without using such information or biospecimens in an
identifiable format.

The waiver or alteration will not adversely affect the rights and welfare of the subjects. 46.116(A)(3)(iv)

Whenever appropriate, the subjects or legally authorized representatives will be provided with 45 CFR
additional pertinent information after participation. 46.116(f)(3)(v)
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When is it Impracticable to Obtain Consent?

Selection bias
EMR review research Generalizability of study results becomes compromised
Emergency care research Subjects may act differently if they know objectives
Limitation of the sample size

Invalid study outcomes

Violation of privacy

Recontact causes social / emotional harm
Undue stress for subjects

Prolong painful medical procedures

Biobank research
Harm to subject Research on pregnant women
Emergency care research

Future research objects are unknown
Biobank research Intervention implemented on a population level
No value to subject Cluster randomization trials No meaningful communication possible
Emergency care research Lack of time (emergency)
Representatives cannot be identified
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Potential Impacts on Rights & Welfare

* Impact on Rights

* Violation of autonomy mtegﬂtymﬂrm P”"‘JIPI'ES
* Loss of control value N i'I{,IHE'Et!,I’
* Inadequate information R\ THREE
° i L
Erosion of trust ho ” I'JI"‘ ETHIC ﬂrﬁnll:':lgrl I'ETH
ot 1.1' &TH[ BELMONT
X REPORT
* Impact on Welfare ChﬂICE‘ fairness

Risk of harm conscience respﬂﬂsmmt}

Psychological distress

Privacy breaches

Exploitation
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Limitations to Alterations of Consent

* (a)(1): Informed consent will be obtained from the T mmmm—————
potential participant or the potential participant’s :
legally authorized representative (LAR) before the
research procedures begin.

* (a)(2): Infformed consent will be sought only under
circumstances that provide the potential
participant with sufficient opportunity to discuss
and consider whether to participate and that
minimize coercion or undue influence.

* (a)(6): No exculpatory language may be included.
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Limitations to Alterations of Consent

(2)(4): The information will include all details that a reasonable person would want to have to make an
informed decision about whether to participate and an opportunity to discuss the information.

* (a)(3):The information will be given to the potential participant in understandable language.

* (3)(5)(i): Informed consent will begin with a focused presentation of the key information that is most
likely to assist a potential participant in understanding why someone might or might not want to
participate in the research. Key information must be presented in a way that facilitates comprehension.

* (a)(5)(ii): The entire informed consent must provide information with enough details about the research
and be organized in a way that facilitates the potential participant’s understanding of why someone
might or might not want to participate in the research.
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Waiver of Documentation of Informed Consent

* Except as provided in paragraph (c) of this
section, informed consent shall be documented

by the use of a written informed consent form INF[] RMEI]
approved by the IRB and signed (including in an

electronic format) by the subject or the CONSE NT
subject’s legally authorized representative.

45 CFR 46.117(a)
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Requirements for Waiver of Documentation

That the only record linking the subject and the research would be the informed consent form and
the principal risk would be potential harm resulting from a breach of confidentiality. Each subject (or
legally authorized representative) will be asked whether the subject wants documentation linking
the subject with the research, and the subject’s wishes will govern.

That the research presents no more than minimal risk of harm to subjects and involves no
procedures for which written consent is normally required outside of the research context; OR

(ii)

If the subject or legally authorized representatives are members of a distinct cultural group or
community in which signing forms is not the norm, that the research presents no more than minimal
risk of harm to subjects, and provided there is an appropriate alternative mechanism for
documenting that informed consent was obtained.

(iii)

In cases in which the documentation requirement is waived, the IRB may require the investigator to
provide subjects or legally authorized representatives with a written statement regarding the research.
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Test Your Knowledge!

Dr Jones asks her study team to review the
EMR at the end of each workday to identify
patients who may meet eligibility criteria for a
clinical trial.

If the patient appears eligible based on the
information available in the EMR, they will be
approached after their clinic visit to see
whether they are interested in learning about
and consenting to participate in the clinical
trial.

Is a consent waiver or alteration needed?
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Test Your Knowledge!

* The investigator will obtain identifiable private
information by accessing records purely for O,

" CORRECT

the purposes of screening, recruitment, or
determining eligibility.

* In this circumstance, informed consent is not m % o

required (and neither is a consent waiver).
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Test Your Knowledge!

Dr Jones is preparing a research application for a
new biorepository. She plans to collect blood
samples from patients seen in her oncology clinic.
The samples will be stored for future unspecified
research.

Dr Jones will collect an extra 20mL blood for use in
her repository. The blood will be collected in
addition to the blood already being drawn for
clinical purposes.

Dr Jones asks the IRB to issue a waiver of consent
because she doesn’t want to add to her patient’s
stress level and they’re having their blood drawn

anyway.
Yale Human Research Protection Program

Is a waiver approvable?



Test Your Knowledge!

* The IRB can waive consent in circumstances where
the informed consent process will cause an undue
burden on subjects.

e However, the IRB must balance the undue burden O,

(stress) against the rights and welfare of Dr Jones’s y CORRECT
patients. Storing blood samples in a biorepository for
future unspecified research does not take patients’
autonomy into account and could erode patients’
trust in Dr Jones (and research!).

) Avswer g

* It is also unlikely that obtaining consent from patients
who are already being seen in clinic is truly
impracticable if the informed consent process and
form are designed appropriately.
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FDA Consent Requirements

* With few exceptions, FDA regulations at § 50.20 stipulate that: “no investigator may
involve a human being as a subject in research covered by these regulations unless the
investigator has obtained the legally effective informed consent of the subject or the
subject’s legally authorized representative.”

21 CFR 50.20

* Main Exceptions:

21 CFR 50.22

* Minimal Risk Clinical Investigations

* Emergency Research 21 CFR 50.24
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FDA Final Rule (effective 01-22-2024)

Summary of the Major Provisions:

“The final rule amends FDA’s regulations to allow IRBs responsible for the review,
approval, and continuing review of clinical investigations to approve an informed consent
procedure that does not include or that alters certain informed consent elements, or to
waive the requirement to obtain informed consent, for certain minimal risk clinical
investigations.
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Minimal Risk Clinical Investigations

The clinical investigation involves no more than minimal risk to the subjects;

The clinical investigation could not practicably be carried out without the waiver or alteration;

If the clinical investigation involves using identifiable private information or identifiable
biospecimens, the clinical investigation could not practicably be carried out without using such
information or biospecimens in identifiable format;

The waiver or alteration will not adversely affect the rights and welfare of the subjects; AND

Whenever appropriate, the subjects or legally authorized representatives will be provided with
additional pertinent information after participation.
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Emergency Research

* Subject(s) are in a life-threatening situation.

* Available treatments are unproven or unsatisfactory.

* Collection of valid scientific evidence is needed to determine an intervention’s safety and effectiveness.
* Obtaining informed consent is not feasible (for specific reasons described in the regulation).

* Participation holds out the prospect of direct benefit to the subjects.

* The clinical investigation could not practicably be carried out without the waiver.

* The investigator will contact a legally authorized representative for each subject for consent.

* The IRB has reviewed and approved informed consent procedures and an informed consent document.

 Additional protections of the rights and welfare of the subjects will be provided.
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HIPAA Authorizations
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HIPAA Regulations

* Privacy Rule: Addresses the use and disclosure of individuals’ protected health
information (PHI) by organizations subject to the Privacy Rule (covered entities) as

well as standards for individuals’ rights to understand and control how their health
information is used.

* Security Rule: Establishes a national set of security standards for protecting PHI that
is held or transferred in electronic form.

* Breach Notification: Notify patients and the Department of Health and Human
Services (HHS) in the event of an inappropriate access or disclosure of PHI.
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Protected Health Information (PHI) at Yale

Held by an Entity Health Individually
Subject to HIPAA Information |dentifiable

* Yale School of * Past, present, or Name

Medicine future physical Contact information
e Yale New Haven mental health or SSN

Hospital condition
e Healthcare

* Payment for
healthcare

Date of service

IP address
Etc!

Reminder:

1 ' PHI does not include individually identifiable health information
Yale Human Research Protection Program of persons who have been deceased for more than 50 years.



Differences Between HIPAA and Common Rule

Regulates human subjects research Regulates use and disclosure of PHI

Identifiable private information is private information el fiferaden weed widh amy of dhe (6 Yale IRB serves

for YVh'Ch the |den.t|ty of the sub.]ect I,S or may identifiers is considered identifiable as the Privacy
readily be ascertained by the investigator or Board for Yale and

associated with the information
Yale New Haven

HIPAA Authorization (can be combined with Health System
consent as a Compound Consent and
Authorization) or Waiver of HIPAA Authorization

Consent

When studies use
Required and additional elements of consent Core elements and required statements an external IRB,
Yale usually (but
Institutional Review Boards (IRBs) Privacy Boards (IRBs can serve in that role)* not always) cedes
HIPAA

IRB review is required for each institution Determination of one Privacy Board is sufficient determinations to
(agreements necessary for use of single IRB) another IRB
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Reviews Preparatory to Research

* Under the preparatory to research provision of the Privacy Rule, a covered entity
(CE) may permit a researcher to use PHI for purposes preparatory to research, such
as:

* Assessing the feasibility of conducting a research project;
* Developing a grant application or protocol; or
* ldentifying potential subjects.

* This provision allows researchers to identify prospective research participants for
purposes of seeking their authorization to use or disclose PHI for a research study.

* The researcher is NOT permitted to remove PHI from the CFE’s site.
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Using PHI in Research

e HIPAA Authorization
* Waiver or Alteration of HIPAA Authorization

* Data Use Agreement for Limited Data Sets
* Research on Decedent’s Information

* Activities Preparatory to Research

Disclosures Permitted Without Authorization

Adverse Event reporting to FDA

Child or elder abuse reporting
Mandated public health reporting
Serious threats to health or safety

Yale Human Research Protection Program Billing insurance




Deidentification

HIPAA Privacy Rule CAUTION:
De-identification Methods
Yale does not provide Expert Determination services
or a reliable way to deidentify images.

Expers Sals Haibor

Detemmination
§ 164.514(b)(1) § 164.514(b)(2)

Watch Yale video on de-identification

Apply statistical or Removal of 18 types of
scientific principles identifiers

Guidance Regarding Methods for De-identification

of Protected Health Information in Accordance with

the Health Insurance Portability and Accountability
Act (HIPAA) Privacy Rule

No actual knowledge
residual information can
identify individual

Very small risk that
antici pated recipient
could identify individual
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https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/index.html

Elements of a Research Authorization

* What specific information will be used/disclosed by whom and to whom (classes)

Purpose of use/disclosure

How long the authorization is valid (can be forever if justified by the research)

Ability to revoke

Potential for re-disclosure if the data is shared with a non-HIPAA covered entity
* Ability or inability to condition treatment on signing

* Signature and date

Yale Human Research Protection Program



HIPAA Waivers & Alterations

The investigator will access, use, or disclose research participants’
Full Waiver (“in whole”)  PHI for the research study without obtaining authorization for the
use or disclosure.

The investigator will access, use, or disclose research participants’
PHI for a portion of the research (e.g., for recruitment or
identification of potential participants) without obtaining
authorization for that use or disclosure.

Partial Waiver (“in part”)

Removing some but not all required elements of an authorization

Alteration :
(e.g., signature).

Yal C Human Research Protection Pro gram




Criteria for a Waiver/Alteration

An adequate plan to protect identifiers from improper use and disclosure;

An adequate plan to destroy identifiers at the earliest opportunity consistent with the
conduct of the research, unless there is a health or research justification for retaining the
identifiers or such retention is otherwise required by law; AND

Adequate written assurances that the PHI will not be reused or disclosed to any other person
or entity, except as required by law, for authorized oversight of the research project, or for
other research for which the use or disclosure of PHI would be permitted by this subpart.

Yal C Human Research Protection Pro gram




Criteria for a Waiver/Alteration

Yale Human Research Protection Program



Short Forms

* A short form is a written consent document stating that the elements of informed consent have been

presented orally to the subject or subject’s legally authorized representative. Only the short form is signed by
the subject or representative.

* Yale’s pre-approved short forms do not contain HIPAA language necessary to obtain subjects’ authorization to

use their PHI for research, so use of a translated HIPAA Authorization form or a waiver of documentation of
HIPAA authorization is required.

Checklists Worksheets Work Instructions Protocol Templates

Name Description

Shert Forms Consent Forms Other Forms Handbooks & Manuals

English

subject to OLD Rule. Needs to be franslated into the language of the participant and approved by the IRB if not available below.

Albanian

2018 Rule_English

>_| t form can
Short Form

. king participants using short form is
ed to the

French

Georgian translation of the short form. Version 2014-1

page 1 of3 » 10 / page
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Test Your Knowledge!

Dr Jones submitted an exemption 4(iii) application
to the IRB to conduct a retrospective chart review.
She plans to review the EMR of all persons
undergoing diagnostic surgery for concerns of
torsion to the ovary.

The template in IRES IRB includes a list of identifiers
that may be collected. Dr Jones isn’t sure what
identifiers are necessary for her analysis, so she
checks all the boxes just in case.

Is a HIPAA waiver approvable?

Yale Human Research Protection Program



Test Your Knowledge!

* For a HIPAA waiver to be approvable, the
research cannot practicably be conducted
without access to and use of the PHI.

* It is not likely that ALL the identifiers on the
application are necessary to meet the research
objectives.

Yale Human Research Protection Program
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Test Your Knowledge!

The IRB returns Dr Jones’s exemption application
for clarification / revision. Specifically, Dr Jones must
evaluate what identifiers are needed to conduct the
research and correct her response.

Dr Jones decides she doesn’t need any identifiers.
She revises her exemption application and indicates
that she will utilize |DAT services to deidentify the
dataset for analysis by removing all 18 HIPAA
identifiers.

Is a HIPAA waiver approvable?

Yale Human Research Protection Program



Test Your Knowledge!

* A HIPAA waiver is not required because:

* JDAT is serving as an honest broker and is
deidentifying the dataset by removing all 18
HIPAA identifiers.

* This activity is part of Yale’s operations and
JDAT has a valid business reason for
accessing the EMR and performing the
deidentification.

* Note: If Dr Jones receives permission from JDAT
to extract the EMR data herself, a HIPAA waiver
would be appropriate.

Yale Human Research Protection Program

IS THIS ATRICK QUESTION?
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Use of Joint Data Analytics Team for Data Requests

* Investigators conducting research that involves collecting information from EPIC must use the services
of the

* Requests for information from EPIC must be submitted to |DAT after the IRB determination is
obtained (with any applicable waivers).

* Investigators are not permitted to pull information from medical records for research purposes
without JDAT’s specific authorization.

* Data from medical records will only include data from individuals who did not opt-out of research.

Investigators who received permission to review medical records without |DAT services must ensure
that no data from individuals who specifically opted out is included in the research data.

Yale Human Research Protection Program


https://medicine.yale.edu/center-clinical-investigation/research-services/
https://medicine.yale.edu/center-clinical-investigation/research-services/
https://medicine.yale.edu/center-clinical-investigation/research-services/
https://medicine.yale.edu/center-clinical-investigation/research-services/
https://medicine.yale.edu/center-clinical-investigation/research-services/
https://medicine.yale.edu/center-clinical-investigation/research-services/
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Submitting Waiver Requests in IRES IRB

Hello, Lisa Voltolina =

Library

Checklists Worksheets Work Instructions Protocol Templates Short Forms Consent Forms Handbooks & Manuals
IRB Home

Other Forms

Name Description

ion form to f ) ar i ument DO
X . D nple m m ] i L n' i n form does not need t
IRB Submission Form o ; - ss proto

**Waiver requests are built into the Exemption Request Form¥*

Yale Human Research Protection Program



Submitting Waiver Requests in IRES IRB

When to Complete | Checklist |

Yale Specific Required Section.
Comments

Recruitment Required Section. R
Consent Process Required Section. R

Confidentiality and Required Section.
Analysis

6 Attestations Required Section.

Supplement| Waivers Complete only when requesting waivers of HIPAA Ll N/ALT
(full or partial) or consent (documentation or entire
consent for recruitment OR entire/portion of a
study).

Supplement Multicenter Complete only when Yale serves as the
Management coordinating center for a multi-site research study.

Supplement Il | Drugs Complete only when the proposed research N/AL
includes drugs.

Supplement IV | Devices Complete only when the proposed research N/AL
includes devices. This includes assays (saliva and
blood) and sequencing platforms.

Yale Human Research Protection Program



Requests for Consent Waivers/Alterations

Waiver of
Documentation

Consent Waivers

Note: Obtaining information or biospecimens for the purpose of screening, recruiting, or determining the
eligibility of prospective subjects does not require informed consent if you are obtaining information through
oral or written communication with the prospective subject or legally authorized representative Y
Screening by phene), or obtaining identifiable private information or identifiable biospecimens by accessing
records or stored identifiable biospecimens. If you are conducting these activities, ensure that procedures for
identifying and screening subjects are described the protocol or this submission form and DO NOT fill out the
section below.

What is the reason for the consent waiver? Identify the activities conducted under the waiver and

populations to which they apply, e.g., requesting a waiver for the entire study, requesting a waiver

of documentation for an online survey, etc.

COWaiver of Documentation of Consent CWaiver/Alteration of Consent

Answer the guestions below if you do not plan to Answer the questions below if you do not plan (j)
obtain a written signature from the participant, to obtain any consent from the participant, e.g
e.g., verbal consent, online consent, etc. medical record r rwithout asking for

required informed consent elements e.g. your
researc ves dec

Select ONE of the conditions under which the Select ONE of the conditions under which the

waiver of documentation is selected. waiver is selected. Provide the answers to the
following:

O Scenario 1:

The research presents no more than minimal risk O Scenario 1:

of harm to subjects and involves no procedures for | (i) The research involves no more than minimal

which written consent is normally required outside | risk to the subjects; OYES CONO

of the research context; OR (i) The research could not practicably be carried
out without the requested waiver or alteration;

O Scenario 2 for non-FDA regulated research only: | OYES ONO

The only record linking the subject and the (iii) If the research involves using identifiable

research would be the informed consent form and | private infoermation or identifiable biospecimens,

the principal risk would be potential harm resulting | the research could not practicably be carried out

from a breach of confidentiality. Each subject (or without using such information or bios mens

legally author representative) will be asked in an identifiable format;

whether the subject wants documentation linking | OYES ONO

the subject the research, and the subject's Provide justification:

wishes will govern; OR

Yale Human Research Protection Program
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Requests for HIPAA Waiver/Alteration

)

HIPAA Waivers/Alterations

This section must be completed if you wish to obtain and use identifiable "protected health information” (PHI) for a study
without abtaining written approval (“authorization") from the research participant for the use of the data. Questions pertain
to the protected health information collected/accessed under a waiver.

1. | What tvoe of waiver are vou reauesting? For StUdieS under exte rnal

1 Full Waiver L1 Alteration [ Partial Waiver

The investigator will access, use, or The investigator will access, use, | The investigator will access, use, or I RB ~ ‘”' ‘A'h th
disclose research participants’ PHI for | or disclose research disclose research participants’ PHI for a p u rVI e e re e
the research study without ebtaining | participants’ PHI for the portion of the research e.g. for

authorization for that use or research study with verbal recruitment or identification of potential exte rn al I RB d Oes n ot

disclosure. authorization for that use or participants without obtaining

disclosure or with a written authorization for that use or disclosure. Se rve as th e P rivacy B oard :

authorization that does not

statements.
MNote: For HIFAA Required >tatements, reter to ARFF Worksheet, AkF-23U, AIFARA Authonzation available in the [RES IKB

e, A separate ‘“Request for

2. What is the purpose for which you are requesting the HIPAA waiver/alteration?

[ ] ’ ’ [ ]
Describe Protected Health Information collected under the waiver/alteration that is needed for this H I PAA walve r fo rm IS
study [Include the anticipated data locations as well as the type of information that will be required]: ° °
available in the IRES IRB

Who Will Have Access to the Protected Health Information [Describe each person and organization by

. . . [ ]
name or category. Examples include the research sponsor, the investigator, the research staff, and all LI b ra ry
research monitors.]:

Does the use or disclosure of protected health information involve no more than a minimal risk to the
privacy of individuals, based on, at least, the presence of the following elements:

(i} An adequate plan to protect the identifiers from improper use and disclosure;
(i) An adequate plan to destroy the identifiers at the earliest opportunity consistent with conduct of the




Resources

Common Rule (2018)
Health Insurance Portability and Accountability Act

HRPP Policy and Procedure Manual
HRPP Investigator Manual

List of Covered Departments 2023

Office for Human Research Protections - Informed Consent FAQs

IRB Questions: hrpp@yale.edu

Yale Human Research Protection Program


https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-A/part-46
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-A/part-46
https://hipaa.yale.edu/
https://hipaa.yale.edu/
https://your.yale.edu/research-support/human-research-protection-program/policies-procedures-guidance-and-related-2
https://your.yale.edu/research-support/human-research-protection-program/policies-procedures-guidance-and-related-2
https://your.yale.edu/research-support/human-research-protection-program/policies-procedures-guidance-and-related-3
https://your.yale.edu/research-support/human-research-protection-program/policies-procedures-guidance-and-related-3
https://hipaa.yale.edu/sites/default/files/files/List%20of%20Covered%20Departments(1).pdf
https://hipaa.yale.edu/sites/default/files/files/List%20of%20Covered%20Departments(1).pdf
https://www.hhs.gov/ohrp/regulations-and-policy/guidance/faq/informed-consent/index.html
https://www.hhs.gov/ohrp/regulations-and-policy/guidance/faq/informed-consent/index.html
https://www.hhs.gov/ohrp/regulations-and-policy/guidance/faq/informed-consent/index.html
https://www.hhs.gov/ohrp/regulations-and-policy/guidance/faq/informed-consent/index.html
mailto:hrpp@yale.edu
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Questions? Contact HRPP@yale.edu Yale muman Research Protection Program
Yale HRPP WVebsite
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